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(57) ABSTRACT

A fast application recognition system includes an output
management unit to buffer an input packet and transmit the
packet to an outside according to control information, a
preprocessing path selection unit to receive the packet from
the output management unit, extract control information
corresponding to a packet’s header information, and return
the extracted control information to the output management
unit, a primary processing unit to receive a packet not
processed at the preprocessing path selection unit, extract
control information corresponding to a packet’s pattern
using a primary pattern database, and return the extracted
control information to the output management unit, and a
statistics control unit to receive a packet from the output
management unit according to the control information and
the primary processing unit, extract control information
corresponding to a packet’s pattern using a secondary pat-
tern database, and return the extracted control information to
the output management unit.

2 Claims, 6 Drawing Sheets

st outpol

output mansgernent

St b
gravary gt
A&

FECONGAY Gl



US 9,444,729 B2

Sheet 1 of 6

Sep. 13, 2016

U.S. Patent

Y 10U0D SONSHRIS

- JOH HISSIS-anRRi
sonwuidde Bunssomdat

o o A e

mie sl uonuBnoss uaneogdde

wdina Asepuonag

3 B T i .

a0 wened sluy

wary Bussenmd Sezusd

LT BONDOBS
wed Bumsaoodad

wdine Awud

3

%

et 0TS USRS BRURW INdING

i
3

¥

i s

T "OId

%

e

U1 RIS




US 9,444,729 B2

Sheet 2 of 6

Sep. 13, 2016

U.S. Patent

BN DIUOD SSHE

&

e o

Arpuosss ks
A 1 _

o e son o sy Busaanoad Asuipd

TP LOOBIS
: L ued Dussennsd

. o Amuant 0 gpnos sapng :

eyrpa ayeq 1t A 1

ROV PTRP PR PP e

o e i i N ik Sl e o o

31

g3

NG BUsha i Ruee

¢ "DId



US 9,444,729 B2

Sheet 3 of 6

Sep. 13, 2016

U.S. Patent

HUN FURG0G BRGsNeR

pun Sumeancud Assund

2 .

:
H

wihing

wn *

3 arus Bungsm

ach-sogt

P AONANEE

j1eaREs ]

- e
,,,,,,,,,,,,, ? .m.wmmmw
e

winn sridh

HALBIAG




US 9,444,729 B2

Sheet 4 of 6

Sep. 13, 2016

U.S. Patent

R R EUGION SONSHDIS

e Buisennosd Assussd

I

W uonoeies wed Bussenoud

n

R i JRCAPEI

>

aboumul

Fiaserie il




US 9,444,729 B2

Sheet 5 of 6

Sep. 13, 2016

U.S. Patent

mm cﬁmm{ﬁﬂmﬂ
ssanoidad

&

g ;Qﬁ%

. ‘mwwm\w gmw .m ........ OUPPRIN haan
Bussaniad ?mv&%@w

MM% GO EOSHBIS

*
it YT acwwmwéa ARRLLH a
¥
HUD UOIDRmE
yped Bussenoudaud
&v...,»

PrhinG pusKs

S "DId

wnchl IBuEXE




US 9,444,729 B2

Sheet 6 of 6

Sep. 13, 2016

U.S. Patent

ougiput, block

audpd, Biock, bhighas

{

FEE U0 SRS

s, Block, higher-siage

des

Suissannig Amsuud

3

GBI UOEReS

ed Susnecosiud

22

B A

9 "DId

Righen

SBGE PO

54

e
Cad
-5

ol




US 9,444,729 B2

1
FAST APPLICATION RECOGNITION
SYSTEM AND FAST APPLICATION
PROCESSING METHOD

CROSS-REFERENCE TO RELATED
APPLICATION AND CLAIM OF PRIORITY

This application claims the benefit of Korean Patent
Application No. 10-2013-0045537, filed Apr. 24, 2013, at
the Korean Intellectual Property Office, the disclosures of
which are incorporated herein in their entirety by reference.

BACKGROUND

1. Field of the Invention

The present invention relates, in general, to a fast appli-
cation recognition system and a fast application processing
method and, more particularly, to a fast application recog-
nition system and a fast application processing method that
update a caching table with application analysis information
in real time, recognize an application only through a search
for the header information of a packet, and conduct a
corresponding control policy.

2. Background of the Invention

Conventional network security equipment monitors and
controls security risks using Internet Protocol (IP) and
Transmission Control Protocol (TCP) headers. However,
with the development of tunneling or proxy technology and
the integration of applications into the web, it has become
difficult to determine the security risk of an actual network
using only the IP/TCP header information of a simple
packet. In order to resolve this problem, next-generation
security equipment is equipped with Deep Packet Inspection
(DPI), which is a technology for recognizing not only
IP/TCP header information but also an application present in
a data header and performing control in accordance with a
policy defined in the corresponding application, thereby
enhancing the security of a network. Furthermore, DPI has
been popularly used in the traffic management field, and has
been chiefly used as a technology for generally improving
network visibility. In particular, recently, DPI has gradually
developed to a service/system/device control technology
and a billing technology. However, DPI is disadvantageous
in that it is not applied to network security equipment that
should inspect all of a large number of packets in spite of the
above-described various advantages because it requires
many system resources for session/application-level analy-
sis/control rather than packet-level detection/control.

SUMMARY

Accordingly, the present invention has been made keep-
ing in mind the above problems occurring in the prior art,
and an object of the present invention is to provide a fast
application recognition system and a fast application pro-
cessing method that, in order to minimize the consumption
of system resources during application recognition-based
packet control, recognizes an application only through a
search for the header information of a packet, outputs
control information in accordance with a corresponding
control policy, and sends only statistics information to a
host, thereby minimizing the load of the host and also
processing the application recognition control of all packets
at fast speed.

In accordance with an aspect of the present invention,
there is provided a fast application recognition system,
including an output management unit configured to buffer an
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2

input packet, and transmit the packet to an outside in
accordance with control information; a preprocessing path
selection unit configured to receive the packet from the
output management unit, extract control information corre-
sponding to header information of the packet, and return the
extracted control information to the output management
unit; a primary processing unit configured to receive a
packet not processed at the preprocessing path selection
unit, extract control information corresponding to a pattern
of'the packet using a primary pattern database, and return the
extracted control information to the output management
unit; and a statistics control unit configured to receive a
packet from the output management unit in accordance with
the control information of the preprocessing path selection
unit and the primary processing unit, extract control infor-
mation corresponding to a pattern of the packet using a
secondary pattern database, and return the extracted control
information to the output management unit.

In accordance with another aspect of the present inven-
tion, there is provided a fast application processing method,
including an output management step of buffering an input
packet, and transmitting the packet to an outside in accor-
dance with control information; a preprocessing path selec-
tion step of extracting control information corresponding to
header information of the packet received from the output
management step, and returning the extracted control infor-
mation; a primary processing step of receiving a packet not
processed at the preprocessing path selection step, extracting
control information corresponding to a pattern of the packet
using a primary pattern database, and returning the extracted
control information; and a statistics control step of receiving
a packet from the output management step in accordance
with the control information of the preprocessing path
selection step and the primary processing step, extracting
control information corresponding to a pattern of the packet
using a secondary pattern database, and returning the
extracted control information.

BRIEF DESCRIPTION OF THE DRAWINGS

The above and other objects, features and advantages of
the present invention will be more clearly understood from
the following detailed description taken in conjunction with
the accompanying drawings, in which:

FIG. 1 is a diagram schematically illustrating configura-
tion of a fast application recognition system according to an
embodiment of the present invention;

FIG. 2 is a diagram schematically illustrating the con-
figuration of the output management unit of the fast appli-
cation recognition system according to an embodiment of
the present invention;

FIG. 3 is a diagram schematically illustrating the con-
figuration of the preprocessing path selection unit of the fast
application recognition system according to an embodiment
of the present invention;

FIG. 4 is a diagram schematically illustrating the con-
figuration of the primary processing unit of the fast appli-
cation recognition system according to an embodiment of
the present invention;

FIG. 5 is a diagram schematically illustrating the con-
figuration of the statistics control unit of the fast application
recognition system according to an embodiment of the
present invention; and

FIG. 6 is a flowchart illustrating a fast application pro-
cessing method according to an embodiment of the present
invention.
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DETAILED DESCRIPTION

Hereinafter, embodiments of the present invention will be
described in detail with reference to the accompanying
drawings. Reference now should be made to the elements of
drawings, in which the same reference numerals are used
throughout the different drawings to designate the same
elements. In the following description, detailed descriptions
of known elements or functions that may unnecessarily
make the gist of the present invention obscure will be
omitted.

FIG. 1 is a diagram schematically illustrating configura-
tion of a fast application recognition system according to an
embodiment of the present invention. Referring to FIG. 1,
the fast application recognition system according to this
embodiment of the present invention may include an output
management unit 110, a preprocessing path selection unit
120, a primary processing unit 130, and a statistics control
unit 140. Each unit may be implemented as a software
module or hardware module.

The output management unit 110 may function to buffer
a packet input from the outside and output the packet to the
outside in accordance with control information. In this case,
packet information may be transmitted to the preprocessing
path selection unit 120 first, and the preprocessing path
selection unit 120 may extract control information corre-
sponding to the packet information input through staged
processing modules and return the control information to the
output management unit 110. A packet that has not been
processed by the preprocessing path selection unit 120 may
be processed by the primary processing unit 130 using a
simple pattern database. In this case, control information
corresponding to packet information may be extracted, and
may be transmitted to the output management unit 110.

When one or more packets that have not been processed
by the preprocessing path selection unit 120 and the primary
processing unit 130 and control information returned by the
preprocessing path selection unit 120 or primary processing
unit 130 are processed again in an upper stage, the output
management unit 110 may transmit a corresponding packet
to the statistics control unit 140, and the statistics control
unit 140 may processes the packet using a full pattern
database and return control information, that is, the results of
the processing, to the output management unit 110.

The output management unit 110, the preprocessing path
selection unit 120 and the primary processing unit 130 may
be implemented using application recognition hardware and
the statistics control unit 140 may be implemented using a
host. In this case, an advantage arises in that the load of the
host can be minimized. However, since the hardware con-
figuration may vary depending on the user environment, the
hardware configuration is not limited thereto.

FIG. 2 is a diagram schematically illustrating the con-
figuration of the output management unit 110a of the fast
application recognition system according to an embodiment
of the present invention. Referring to FIG. 2, a packet input
from the outside may be stored in an input primary buffer
module 112. The input primary buffer module 112 may
function to transmit the stored packet to a preprocessing path
selection unit 120 and move the stored packet to an output
buffer module 114 or an input secondary buffer module 116
in accordance with the returned control information. For
example, the preprocessing path selection unit 120 may
return control information, such as “block,” “output,”
“higher-stage processing,” or “no match.” The output man-
agement unit 110 may not move a packet from the input
primary buffer module 112 to the output buftfer module 114
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and also block the packet if the control information returned
from the preprocessing path selection unit 120 is “block,”
and may move the packet to the output buffer module 114 if
the control information is “output.” The output management
unit 110 may move the packet to the input secondary buffer
module 116 if the returned control information is “higher-
stage processing,” and may output or block the packet in
accordance with the control information of the primary
processing unit 130 if the returned control information is “no
match.” The types of control information are not limited
thereto.

The packet stored in the input secondary buffer module
116 may be transmitted to the statistics control unit 140. The
output management unit 110 may function to transmit the
packet stored in the input secondary buffer module 116 to the
output buffer module 114 or block the packet in accordance
with the control information returned from the statistics
control unit 140.

The output buffer module 114 may function to periodi-
cally output the stored packet to the outside.

FIG. 3 is a diagram schematically illustrating the con-
figuration of the preprocessing path selection unit 120 of the
fast application recognition system according to an embodi-
ment of the present invention. Referring to FIG. 3, the
preprocessing path selection unit 120 may include a data
packet determination module 121, a static list processing
module 123, a sub-session processing module 125, a
dynamic list processing module 127, and a preprocessing
statistics module 129. The preprocessing path selection unit
120 sequentially performs the step of primarily determining
whether a packet input through the modules is a data packet
requiring control, the step of comparing the packet with a
static list, and the step of recognizing the packet using an
application caching table (a sub-session table, and a prepro-
cessing application ID table), thereby performing packet
recognition and control.

The data packet determination module 121 may function
to determine the packet input from the output management
unit 120, and to transmit the control information “output” to
the output management unit 110 in a specific case and
transmit the packet to the static list processing module 123
in other cases.

The case where the data packet determination module 121
transmits the control information “output” to the output
management unit 110 may correspond to the case where a
corresponding packet is a control packet having a data
header length of “0,” or the case where a corresponding
packet is a packet in which an engine is interested in
connection with whether the packet is an application, for
example, an [2/L3 control packet, or a control packet
operative to establish a session, but is not limited thereto.

The data packet determination module 121 may include
the function of transmitting the statistics information of a
packet to the preprocessing statistics module 129 when
transmitting the control information “output” to the output
management unit 110. The statistics information of the
processed packet is transmitted to the preprocessing statis-
tics module 129, and additional processing is prevented
from being performed in a stage higher than the statistics
control unit 140, thereby minimizing a higher stage process-
ing load. In this case, the statistics information of a packet
may include information about a five-tuple hashing value,
packet size, data size, an inter-packet time interval, trans-
mission sequence, etc, but is not limited thereto. The term
“five-tuple” refers to packet information including a source
IP address, a destination IP address, a source port, a desti-
nation port, and protocol information.
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The static list processing module 123 functions to com-
pare a packet received from the data packet determination
module 121 with a list set by an operator, and to transmit the
control information “output” or “block™ to the output man-
agement unit 110 if the corresponding packet is present in
the list and transmit the packet to the sub-session processing
module 125 if the corresponding packet is not present in the
list.

The operator of this system may make a list of packets
whose output is allowed and a list of packets whose output
is not allowed in advance. For example, these lists may
include a white list WL, that is, a list of packets whose
output is allowed, and a black list BL,, that is, a list of packets
which are dropped. In this case, the static list processing
module 123 may function to transmit the control information
“output” to the output management unit 110 if a packet
received from the data packet determination module 121 is
included in the white list WL, and to drop the corresponding
packet by transmitting the control information “block™ to the
output management unit 110 if the corresponding packet is
included in the black list BL. In this case, any one or more
of the five-tuple values of each packet may be included in
the list, but the present embodiment is not limited thereto.

The sub-session processing module 125 may function to
receive a packet that is not processed by the static list
processing module 123 because it is not included in the list,
to generate the server hashing value of the corresponding
packet, and to transmit matching corresponding control
information to the output management unit 110 if the
corresponding control information is present and transfer the
packet to the dynamic list processing module 127 if match-
ing control information is not present.

The server hashing value may include the source IP
address and destination port information of the packet. A
number of advertisement and popup-related sessions that are
transmitted upon web access are characterized in that a
source [P address and a destination port are the same and do
not frequently change. Accordingly, when a sub-session
table is searched using a server hashing value, which is the
source IP address of a transmitted packet and the hashing
value of a destination port, the load of the preprocessing path
selection unit 120 may be minimized.

To search for control information matching a server
hashing value, a sub-session table including server hashing
values and control information may be used. The sub-
session table may include server hashing values, destination
IP addresses, five-tuple hashing values, and control infor-
mation, but is not limited thereto. In this case, to search for
control information matching a server hashing value, it is
searched whether a sub-session table having an entry match-
ing the server hashing value of an input packet is present,
and simultaneously it is determined whether a destination IP
address has the same value. Only when the server hashing
value and the destination IP address are the same may
control information defined in a five-tuple hashing value be
transmitted to the output management unit 110. Since vari-
ous methods may be used to search for control information
matching a server hashing value, a method of searching for
control information is not limited to the above order and
method.

Furthermore, the sub-session table may be synchronized
by updating sub-session information added/deleted by the
statistics control unit 140 in real time. For example, when
there is no update within 24 hours, accuracy can be
increased by eliminating a corresponding sub-session from
the sub-session table, but the present embodiment is not
limited thereto.
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The sub-session processing module 125 may further func-
tion to transmit the statistics information of a packet to the
preprocessing statistics module 129 when transmitting the
control information of the packet to the output management
unit 110.

The dynamic list processing module 127 may function to
receive a packet that has not been processed by the sub-
session processing module 125 from the sub-session pro-
cessing module 125 and to transmit control information
matching the corresponding packet to the output manage-
ment unit 110.

To search for control information matching a packet, a
preprocessing application ID table may be used. In this case,
the preprocessing application ID table may include a five-
tuple hashing value, and control information.

To determine whether a transmitted packet is the same as
a session whose application ID has been determined and
whose control information is present, the dynamic list pro-
cessing module 127 calculates the five-tuple value of a
transmitted packet and searches for a corresponding prepro-
cessing application ID table. The dynamic list processing
module 127 may perform a control function in such a way
as to, if a corresponding preprocessing application ID table
is present, inherit control information defined in a found
five-tuple without performing application ID analysis and
return the control information to the output management unit
110 and to, if a preprocessing application ID table is not
present, transmit a packet to the primary processing unit 130
to search for an application ID. The term “application 1D
refers to the unique identification number of each applica-
tion. Each packet may have an application ID corresponding
to pattern information. In this case, an application ID may be
represented in the form of “group name+number,” for
example, “maill,” “mail2,” “gamel01,” or “messengerl7,”
but is not limited thereto.

The preprocessing application 1D table may be synchro-
nized in real time in such a manner that the statistics control
unit 140 updates a corresponding five-tuple hashing value
and control information when a preprocessing application
1D is updated.

The control information of the preprocessing application
ID table may include three types of information, that is,
“output,” “block,” and “higher-stage processing.” The con-
trol information is control information that is output when
there is an analyzed application ID for an input packet.
When the control information is “output” or “block,” the
preprocessing path selection unit 120 performs the control of
a packet. If the control information is “higher-stage process-
ing,” the preprocessing path selection unit 120 transmits a
packet to the statistics control unit 140 corresponding to a
higher stage in order to perform another function.

If a preprocessing application ID table matching a
received packet is not present, the dynamic list processing
module 127 may transmit the control information “no
match” to the output management unit 110.

The dynamic list processing module 127 may further
include the function of transmitting the statistics information
of a packet to the preprocessing statistics module 129 when
transmitting the control information of the packet to the
output management unit 110. In this case, the statistics
information may include a five-tuple hashing value.

The preprocessing statistics module 129 may function to
transfer the statistics information of a packet received from
each of the modules 121, 123, 125 and 127 of the prepro-
cessing path selection unit 120 to the statistics control unit
140 on a five-tuple hashing value basis, thereby updating the
statistics database of the statistics control unit 140.
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FIG. 4 is a diagram schematically illustrating the con-
figuration of the primary processing unit 130a of the fast
application recognition system according to an embodiment
of the present invention. Referring to FIG. 4, the primary
processing unit 130 may include a distributed processing
selection module 132 and an application ID simple search
module 134, and may function to search for frequently used
simple application patterns in a distributed manner.

The distributed processing selection module 132 may
perform a session distribution function so that a packet input
from the preprocessing path selection unit 120 may be
subjected to session maintenance-based distributed parallel
processing on a five-tuple value basis. For example, when
the five-tuple hashing values of packets are the same, the
packets may be transmitted to the same application 1D
simple search module 134, so that the same simple pattern
database may be used. However, the embodiment is not
limited thereto.

The simple search module 134 may extract a pattern from
the data information of the input packet, may search for the
application ID of the packet corresponding to the simple
pattern database, and may transmit defined control informa-
tion to the output management unit 110 if a search result
value is present. Furthermore, the simple search module 134
may transmit the five-tuple value, five-tuple hashing value,
application ID and statistics information of a packet
obtained through the processing of the processed application
recognition primary statistics module statistics control unit
140, thereby generating/updating the sub-session table of the
preprocessing path selection unit 120.

If a search result value is not present because the pattern
of the input packet has not been found in the simple pattern
database, the simple search module 134 may provide the
control information “no match” to the output management
unit 110. In this case, the output management unit 110 may
transmit the corresponding packet from the input primary
buffer module 112 to the input secondary buffer module 116,
and the input secondary buffer module 116 transmits the
corresponding packet to the statistics control unit 140,
thereby performing processing in a higher stage.

To minimize search processing delay and increase search
hit rate, only application patterns each of which is frequently
used a number of times equal to or larger than a threshold
value within a set time may be registered in the simple
pattern database. For example, a method of performing an
update through the update system of the statistics control
unit 140 once a day or a method of updating only top 200
application patterns having highest hit rates within 24 hours
may be used. When only frequently used application pat-
terns are registered and then searching is performed, it is
possible to identify the application IDs of 50 to 70% of the
total traffic and the amount of traffic that is processed by a
host may be minimized. However, top applications having
highest hit rate may vary depending on the specifications of
hardware, and furthermore the configuration of an applica-
tion simple pattern database and an update method may vary
depending on the total amount of traffic and processing
purposes. Therefore, the present embodiment is not limited
thereto.

FIG. 5 is a diagram schematically illustrating the con-
figuration of the statistics control unit 140 of the fast
application recognition system according to an embodiment
of the present invention. Referring to FIG. 5, the statistics
control unit 140 may include a secondary processing module
142, a session table management module 144, and an update
module 146.
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The secondary processing module 142 may perform the
control function of receiving a packet whose detailed analy-
sis has been requested by the packet preprocessing path
selection unit 120 or primary processing unit 130 or a packet
whose application ID has not been defined from the output
management unit 110 and extracting the application ID and
control information of the corresponding packet through the
search of a full pattern database. In this case, the full pattern
database may include a table in which application IDs
matching the patterns of all packets have been defined, and
the configuration of the full pattern database is not limited to
a specific one.

The information extracted by the secondary processing
module 142 and the statistics information of the packet may
be provided to the session table management module 144.
The session table management module 144 may function to
update five-tuple-based statistics information and control
results obtained through the processing of the preprocessing
path selection unit 120, and to update a five-tuple-based
application ID, statistics information and control results
obtained through the processing of the primary processing
unit 130 and secondary processing module 142.

The session table management module 144 may function
to generate a session table for a new packet input from the
output management unit 110, and information about the
added session table may be transmitted to the update module
146. Furthermore, the session table management module
144 may perform a control function while referring to
application ID-based statistics control policy information
stored in a statistics policy database, and may store the
statistics information of the controlled packet.

The update module 146 may update the preprocessing
application 1D table information of the dynamic list pro-
cessing module 127 of the preprocessing path selection unit
120 in real time through the update of a preprocessed
application ID, and may update the sub-session table infor-
mation of the sub-session processing module 125 of the
preprocessing path selection unit 120 in real time through
sub-session update. Furthermore, the update module 146
may extract the pattern of frequently used application 1Ds,
and may update the simple pattern database of the applica-
tion ID simple search module 134. For example, it may be
possible to update the simple pattern database with the
pattern of an application ID most frequently used per day,
but the embodiment is not limited thereto.

In accordance with an embodiment of the present inven-
tion, the output management unit 110 may simultaneously
transmit a packet to the secondary processing module 142
and the session table management module 144, or may
transmit a packet only to the secondary processing module
142. In the former case, the session table management
module 144 provides statistics and packet control regardless
of the processing delay of the secondary processing module
142, thereby enabling fast processing. In contrast, in the
latter case, when the secondary processing module 142
searches for the application ID of a packet and transmits the
application ID to the session table management module 144,
the application ID information may be added to the statistics
information and session information of an existing pro-
cessed session, thereby increasing the accuracy of statistics
and control.

FIG. 6 is a flowchart illustrating a fast application pro-
cessing method according to an embodiment of the present
invention. Referring to FIG. 6, the fast application process-
ing method according to this embodiment of the present
invention includes output management step S210 of buffer-
ing an input packet, and transmitting the packet to the
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outside in accordance with control information; preprocess-
ing path selection step S220 of extracting control informa-
tion corresponding to the header information of the packet
received from output management step S210, and returning
the extracted control information to output management step
S210; primary processing step S230 of receiving a packet
not processed at preprocessing path selection step S220,
extracting control information corresponding to the pattern
of the packet using a simple pattern database, and returning
the extracted control information to output management step
S210; and statistics control step S240 of receiving a packet
from output management step S210 in accordance with the
control information of preprocessing path selection step
S220 and primary processing step S230, extracting control
information corresponding to the pattern of the packet using
a full pattern database, and returning the extracted control
information to output management step S210. In this case,
the above steps may perform the respective functions of the
output management unit 110, the preprocessing path selec-
tion unit 120, the primary processing unit 130, and the
statistics control unit 140.

In accordance with an embodiment of the present inven-
tion, output management step S210, preprocessing path
selection step S220 and primary processing step S230 may
be performed by application recognition hardware, and
statistics control step S240 may be performed by a host.

The fast application recognition system and the fast
application processing method according to the present
invention are configured to cache application analysis infor-
mation in real time and recognize an application only
through a search for the header information of a packet, and
to conduct a corresponding control policy, thereby achieving
the advantage of processing an application at fast speed.
Furthermore, a simple search using the header information
of'a packet and an application ID is performed by hardware
separate from a host, thereby achieving the advantage of
minimizing the load of the host. Accordingly, the fast
application recognition system and the fast application pro-
cessing method according to the present invention may be
applied to 10 gigabyte (GB) or higher massive traffic.
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Furthermore, the fast application recognition system and the
fast application processing method according to the present
invention are configured to inherit application information
using a sub-session table and to conduct a corresponding
control policy, thereby minimizing the processing load of the
host and thus improving application recognition and pro-
cessing performance.

Although the preferred embodiments of the present inven-
tion have been disclosed for illustrative purposes, those
skilled in the art will appreciate that various modifications,
additions and substitutions are possible without departing
from the scope and spirit of the invention as disclosed in the
accompanying claims.

What is claimed is:

1. A fast application processing method, comprising:

an output management step of buffering an input packet,
and transmitting the packet to an outside in accordance
with control information;

a preprocessing path selection step of extracting control
information corresponding to header information of the
packet received from the output management step, and
returning the extracted control information;

a primary processing step of receiving a packet not
processed at the preprocessing path selection step,
extracting control information corresponding to a pat-
tern of the packet using a primary pattern database, and
returning the extracted control information; and

a statistics control step of receiving a packet from the
output management step in accordance with the control
information of the preprocessing path selection step
and the primary processing step, extracting control
information corresponding to a pattern of the packet
using a secondary pattern database, and returning the
extracted control information.

2. The fast application processing method of claim 1,
wherein the output management step, the preprocessing path
selection step and the primary processing step are performed
by application recognition hardware, and the statistics con-
trol step is performed by a host.
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